JPEG image tampering detection based on blocking artifacts by Ebrahimi, Ali
i 
 












A dissertation submitted in partial fulfillment of the 
requirements for the award of the degree of 






Faculty of Computing 



















   iv 
 
ACKNOWLEDGEMENT 
My appreciation first of all goes to my supervisor, Associate Professor Dr. 
Subariah Ibrahim for the detailed guidance, encouragement and advice she has 
provided throughout this thesis. I have been extremely lucky to have a supervisor 
who cared about my work, and who responded to my questions and queries 
promptly. Without her continued support and patience, this dissertation would not 
have been the same as presented here. 
Thanks to my classmates, for their companionship and encouragement from 
beginning to end. Special thanks to my friends, I would not have done it without the 
help and motivation from all of you. 
I must express my gratitude to my family for always being there despite of 
the distance. Last but not the least, I would like to thank God for His blessings.  
   v 
 
ABSTRACT 
In the modern world, digital images play very important role in areas like 
insurance processing, intelligence services, surveillance systems and forensic 
investigation. After the advent of the digital medium, image forgery has become a 
threat. In today’s digital age, because of the availability of many image editing and 
processing tools it is possible to change the information represented by a digital 
image very easily without leaving any obvious traces of tampering. Since tampering 
of digital images has become so easy, integrity or authenticity of digital images has 
become a question, resulting in a need for robust and reliable tamper detection 
methods. One of the methods that allowed copied areas actual detection on doctored 
JPEG images is blocking artifacts method. This study analyzes the blocking artifacts 
method and then proposed a new method to improve it. The improvement enables the 
blocking artifacts method to detect manipulations that uses painting technique. The 
proposed method called a Marker algorithm was added to the blocking artifacts 
method proposed by Tralic, et al. (2012). The addition of this algorithm facilitates 
the detection process of the blocking artifacts method by making the tampered area 
more visible. Finally, this study evaluated the proposed method in detecting a 
tampered area by using the percentage of effective detection as a measure. The 
analysis shows that the proposed method is capable of making the tampered area 
more visible, thus improving the blocking artifacts method. 
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ABSTRAK 
Di zaman moden ini, imej digital memainkan peranan yang sangat penting 
terutamanya dalam bidang pemprosesan insuran, servis perisikan, sistem pengawasan 
dan penyiasatan forensik. Dengan kehadiran media digital, pemalsuan imej menjadi 
ancaman yang semakin berleluasa. Di zaman digital kini, oleh kerana terdapat 
banyak produk  penyuntingan dan pemprosesan imej, maklumat yang diwakili dalam 
imej digital boleh dilakukan dengan mudah tanpa meninggalkan apa-apa kesan yang 
ketara. Disebabkan, pengubahsuaian imej digital yang semakin, integrity atau 
kesahihan imej digital dipersoalankan, dengan itu kaedah pengesanan 
pengubahsuaian yang kukuh dan boleh dipercayai diperlukan. Salah satu kaedah 
yang dapat mengesan kawasan yang disalin pada imej JPEG yang telah diubahsuai 
ialah melalui kaedah pemblokan artifak. Kajian ini menganalisis kaedah artifak  
pemblokan tersebut dan kemudiannya mencadangkan satu kaedah baru untuk 
memperbaikinya. Pembaikan ini membolehkan kaedah artifak pemblokan mengesan 
manipulasi yang digunakan dengan teknik mengechat. Kaedah yang dicadangkan 
dipanggil algoritma Penanda ditambah kepada kaedah pemblokan yang di cadangkan 
oleh Tralic, et al. (2012). Penambahan algoritma ini memudahkan proses pengesanan 
kaedah artifak pemblokan dengan membuat kawasan yang diubahsuai lebih jelas. 
Akhir sekali, kajian ini menilai kaedah yang dicadangkan untuk mengesan kawasan 
yang diubahsuai dengan peratusan untuk menilai keberkesanan pengesanan. Analisis 
menunjukkan kaedah yang dicadangkan mampu membuat kawasan yang diubahsuai 
lebih jelas, dengan itu memperbaiki kaedah artifak pemblokan. 
 
